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A Preliminary Study on the Policy Concept of the US
Executive Order on Improving the Nation’s Cybersecurity

ZHANG Ye-yang, LIU Wei

(Institue of Scientific and Technical Information of China, Beijing 100038)

Abstract: In 2021, the US government issued the “Executive Order on Improving the Nation’s
Cybersecurity” due to the impact of cybersecurity incidents such as SolarWinds. The executive order is planned
to comprehensively improve the cybersecurity protection capabilities of the US federal information system
by enhancing the security of the US federal information system software supply chain, promoting the use of
cloud technology based on a zero-trust architecture, and unifying the security standards for the operation and
maintenance phase of the federal information system, as well as leveraging the power of the market, leading the
US software industry to new heights in security. Starting from the background of the executive order, this paper
analyzes the challenges caused by the SolarWinds security incident to the US information security field, and
interprets the framework of the executive order and the measures taken to deal with the cybersecurity challenges.
On this basis, it puts forward the reference significance of the executive order to the field of information security
in China.

Keywords: the U.S.; cybersecurity; SolarWinds; executive orders; supply chain security; information security

standards



